ADACOM

User Guide to
create a CSR

via mmc



ADACOM SECURITY BUILT ON TRUST

Create CSR via MMC- Windows

To create a certificate signing request (CSR) through an MMC certificate snap-in by using Microsoft
Windows, follow these steps.

W NN RSN
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w N R O

From Microsoft Windows, click Start.

In the Search programs and files field, type mmc and click on it on results.
Go to File > Add or Remove Snap-in

From the list of available snap-ins, choose “Certificates”.

Click the add button.

Select Computer account.

Click Next

Select Local computer (the computer on which this console is running)
Click Finish.

. In the Add or Remove snap-ins window, click OK
. Save these console settings for later use.

. Expand the certificates list on the left

. Right click on the personal folder.

Kreontos 25, GR 10442 Athens, T: +30 210 5193740

2 Page

http: www.adacom.com

email: customer-support@adacom.com




ADACOM SECURITY BUILT ON TRUST

14. Select All Tasks > Advanced Operations > Create Custom Request.

% Fle Action View Fovortes Window Hep

NED
s 2o s BE
T Console Root Ohject Type |.ME =
a [ Certificates (Local Comput I p i
__ Persanal ) Theere eve reo ibemns b shaw in this vies:,
+ ] Toast Find Certificates... Mare Actions ¥
Fired Cartficates... Adl Tasks k|
Requet Hew Cerificite... Wiwar ]
st Few Windows from Here
" Advanced Operstions v Creste Curlom Regquest_ |
~ Kanage Enrellmant Pohcie ..
—1 tma.
2 Trust Export List...
] ine
Help
€ »

& Create Custom Reguest— I
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15. The CSR creation wizard will open > click Next.

- Consolel - [Console Root\Cerificates (Local Computer)yPersonal] - olEW
& File Adion View Favorites Window Halp [=]#]=
es|zffolcm BE
1 Console Root Object Type Acticen
# [gf Certificates (Local Comg
7 Periznal
o o Trusted Rost C afe Lelians [
» ] Enterprise Trust =
71 Intermediate
7 Trusted Publshd
. 7 Unrusted Cort Before You Begin
| 3 Third-Paity Roo
» [ Teustesd Peaple The following steps wall help you install certdfic ates, which are digital credertials used o connect to wreless
| = [ Cliant Authantic) nateorks, protect contant, establch idenbty, and do othar seourity-related tasks.
= ] Smart Card Trud _ ) ) _
Bl Trustesl Devices Before requesting a cefificate. verify the following:
> [ Windows Liva 0 Your computer i connected to the network
You have credentish that can be used to verify your ight to obtain the cetificate
Leam marne about digital cenificates
< ¥
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16. Select the Proceed without registration policy option > Click Next.

= Consalel - [Console RootyCertificates (Local Computer)\Personal] - o KN
B File Action View Favorites Window  Halp [=][#]x]
s 2ol s BE

] Ci_:r\wltRwT Object Type A b

select Certificate Enrollment Policy

Cerfificate envoliment policy enables enroliment for cedificates bated on predefined certific ste templates.
Centificate enteliment policy miy slresdy be configueed for you,

Leam meore sbout certifucate enroliment poloy

Personal store contains mo cetificates.
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17. Make sure the next window will have the settings as bellow and click next

=) Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates] - O
ﬁ File Action View Favorites Window Help ||T||E||?|
BlG=
[] Console Root Issued To . Issued By Expiration Date Actions
a 5 Certificates (Local Compute =hhtect n CriCion N
4 || Personal
| Certificates ons 4

i+ ] Trusted Root Ceg |
1+ [ ] Enterprise Trust ||
> || Intermediate Ce
i+ [] Trusted Publishg Custom request
|| Untrusted Certifi
i+ [Z] Third-Party Root
[ [ Trusted People
> || Client Authenti

Chose an option from the list below and configure the certificate options as required.

Template:
[ [ Certificate Enroll : |(N° template) CNG key
> || Smart Card Tru [ Suppress default extensions
i [ ] Trusted Devices
b 5] Windows Live ID Request format: (@) PKCS#10

) CMC

MNote: Key archival is not available for certificates based on a custom certificate request, even when this
option is specified in the certificate template.

Learn more about custom requests

Personal store contains 3 certificates.
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18. From the Details drop-down menu > Click Properties.

= Consolel - [Console Root\Certificates (Local Computer)\Personal] = =
File Action View Favorites Window Help [=]&]x]
«=%|nE ala=
=] Console Root Object Type Actions.
2 [ Certificates (Local Compute _
7 Personal .
= 7 Trusted Root Ce ore Actions L4
> ] Enterprise Trust
5 ] Intermediate Ce
| Trusted Publishe
2 Untrusted Certf Certificate Information
o 7 Third-Perty Roo
o [ Trusted People Click Mext to use the optiens slready selected for this template, or click Details to customize the cerificste
» ] Client Authentic] request, and then click Mext.
5 ) Smart Card Tru
5 7 Trusted Devices + Custom request 1) STATUS: Available Details ~
o L Windows Live ID The fallowing options describe the uses and validity period that apphy to this type of cerificate:
Key usage:
Application policies:
Validity period (days):
Leamn more about certificates
€ >
Personal store contains no certificates.
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19. Enter a friendly name of your choice.

=4 Consalel - [Console Root\Certificates (Local Computer)\Personal] = =
@ File Action View Favorites Window Help HE R
% nEolcz BE
| Console Root Object Type Actiohs
a [ Certificates (Local Comput .
| Personal - o hb
» 7 Trusted Root Cer lore Actions k
» [ Enterprise Trust . = Certificate Enrollment
= | Intermediate Cer
= 1 Trusted Publishe
1 Untrusted Certifi Certificate Information
» ] Third-Party Root
o Trusted People cl : a il Doas . hicate
» O Client Authentic ’
5 1 Smart Card Trusi
1 Trusted Devices General | subject | Extengons | Brivate kay |
5 ] Windows Live ID A friendky name and description will make it easier to identify and use a certificate,
Friendly name:
[ MMC test
Description:
[ MMC test
< >
Personal store contains no certificates.
Learn more about certficate properties
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20. Go to the Subject tab >in the Subject Name: Choose from the Type drop down menu,
fill the Values and click on Add on the following values required for your CSR (CN, C, L, O
and OU).

Example:

CN = Common Name: The registered organization name to which the certificate will be
issued and secured.

C = Country/region: The two-letter ISO country code. (e.g. GR)
L = Location: The listed location/city of the business (not the actual server location).

O = Organization: The registered organization name to which the certificate belongs. If the
company or department has a & @, or any other symbol using the shift key in its name, the
symbol must be written or omitted in order to be recorded. For example: "XY&Z Company"
would be "XYZ Company" or "XY and Z Company".

oK Cancel Apply
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21. Click the Private Key tab > click the drop-down menu for Key Options > select Key size:
2048 and check the option Make private key exportable > Click Apply > Click OK.
Note: All code signing or client (S/MIME) certificates must have a key size of 2048 bits.

= Consolel - [Console Root\Certificates (Local Computerf\Personal] = =
[E File Action Wiew Favortes Window Help - [&] =]
o= 2Folc= BE
] Console Root J| Object Type Actions
4 [g Certificates (Local Compat
= g { d Darcapal -
1 Personal _ o
] Trusted Roet Cel love Acticns b
> [0 Enterprise Trust =) Canificate Enrollment
5 | Inbermediate Cer
| Trusted Publishe
O Untrusted Cotifi Certificate Information
= Third-Party Roct
» ] Trusted Pecple ol ! . T ) e
| Client Authentic
2| Smart Card Trusi )
7 Trusted Devices General | Subject | Extensiors | Privaie Kay
| 7| Windows Live ID
o Cryptographic Service Provider
i [ Eey aptions
Set the key length and export options for the prvate key,
Key size: [apun =
[+#] Make private key exportable
[ ] Allow private key to be archived
[] Strong private key protection
[ setect Hash atgarithm
[ Select Signature Format
[ Eey permissions
< »
Personal store containg no certificates.
Learn more about private keys
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22. Click the drop-down menu to select an algorithm hash, under Hash algorithm select
sha256 > Click Apply > Click OK.

onsolel - [Console Root] o |[=@ ][ ==
View Favorites Window Help _ =)=
EY]
| Console Root MName Actims
= [E";““ESI(LME‘ Computer) ¥ Certificates (Local Computer) e -
> [] Persona
5 [ Trusted Root Certification Authorities More Actions 4
b [ Enterprise Trust
> [ Intermediate Certification Authorities
> [ Trusted Publishers EE=]
b [ Untrusted Certificates Contifiate Enroliment
5[] Third-Party Root Certification Authorities B i R Ihr
b [ Trusted People
» [7] Other People Certificate Properties =
b [ Smart Card Trusted Roots General | subject | Extensions | Private Key
>[5 spc | ftificsts
> [ Trusted Devices Cryptographic Service Provider 2=
I A
Key options “ o
Set the key length and export options for the private key. =
Key sz [a0ag -
Make private key expartable E
jes

low private to be archives
Allow private key to be archived
[7] Strong private key protection

Select Hash Algorithm ~
Select Hash Algorithm to be used for this request
Hash Algerithm: | ghao56 -
Cancel
Select Signature Format v
Kev permissions v |

Learn more about private key

ok | [ cancel | [ ooy |
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23. Click Next , > click Browse.

=Y Console! - [Console Root\Certificates (Local Computerf\Personal] = =
File Action View Favorites Window Help [=[=]x=]
s nEaolaz
| Console Root Object Type Hictions
4 [} Certificates {Local Computy)
| Personal

9 Trusted Roet Ce
| Enterprize Trust
] Intermediate Ce
] Trusted Publisha

2 Untrusted Certif Where do you want 1o save the offline request?
] Third-Party Roe

v W W

o

1 Trusted Pecple If you want to save & copy of your cerificate request or want to process the request later, save the request
| Client Authentic to your hard disk or removable media, Enter the location and name of your certificate reguest, and then
] Smart Card Tru: click Finish.

o 2 Trusted Devices
5 7 Windows Live ID

v W

File Narne:

File formmat:
(@) Base 54

(Z) Binary

Learmm more about file formats

Personal store contains no certificates.
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24. Select a location to save the CSR file. Enter a name for the file and click Save.

= Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates] = =
ﬁ File Action View Favorites Window Help "T"E"?‘
[] Console Root Issued To ° Issued By Expiration Date Actions
4 [} Certificates (Local Compi N
4 || Personal
] Certificates 4

> [ ] Trusted Root Certifica
> || Enterprise Trust

[ [ Intermediate Certifica
> [ | Trusted Publishers

» [ Untrusted Certificates If you want to save a copy of your certificate request or want to process the request later, save the request

& [ Third-Party Root Cert to your hard disk or removable media. Enter the location and name of your certificate request, and then
> [ | Trusted People click Finish.

| Client Authentication
> [] Certificate Enrollmen
1> [ Smart Card Trusted R|
> [ | Trusted Devices
[ Windows Live ID Toks

Where do you want to save the offline request?

File Mame:
| C\Users\WVMWare\Desktop\testreq.tet | [ Browse...

File format:
(®) Base 64

() Binary

Learn more about file formats

Personal store contains 3 certificates.

25. Click Finish.
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26. The CSR file will exist in the location you saved and can be used to request a code signing
or client (S/MIME) certificate.

27. In order to upload the CSR to Ags-Portal you will have to change the extension of the file
to .TXT

Complete and create the certificate.

After completing the above process of creating the request and if your certificate has been
approved through the https://ags-portal.adacom.com , you will need to follow the procedure
below to create your certificate and use it.

1. Download your public certificate from your account by selecting My certificates from the
menu and then Download. Save it to the folder of your choice.

Advanced eSeal VALID

Remote QSCD

K
£ )

[5 certificate Info o

80% 7 = &

certificate.cer o
E Completed — 2.5 KB e

- Show all downloads
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2. From Microsoft Windows, click Start.

e Inthe Search programs and files field, type mmc and click on it on results.
e Click File > Add or Remove Snap-in

e From the list of available snap-ins, select Certificates.

e Click the Add button.

e Select Computer account.

e Click Next

e Select Local computer (the computer on which this console is running)

e Click Finish.

e Inthe Add or Remove snap-ins window, click OK

e Save these console settings for later use.

e Access mmc snap in > right-click on the personal folder > All Tasks > Import

Consolel - [Console Rooth Certificates - Current User\Personal] — [m] x
File Action View Favorites Window Help _ 8 %

| nm H = HE

1 Console Root Object Type Actions
v __V‘]J Certplflcates I— Current User “| Certificates Personal -
~ || Persona

=ty = More Actions
= All Tasks » Request New Certificate...

Trusted F

Enterpris Mew Window from Here [

Intermed Advanced Operati »

perations

Active D [zt

Trusted F Help {

Untrustea

Third-Party Root Certification A
Trusted People

Client Authentication lssuers
Other People

Local NenRemovable Certificaty
Certificate Enrollment Requests
Smart Card Trusted Roots

< >

Add a certificate to a store
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3. Select the "Current User" storage location.

Deccnnall - o

File Action View Favorites Window Help

£ E@| ‘ B ‘ @ é>| H £# Certificate Import Wizarc
= Console Root Object Typt Actions |
w [ Certficates - Current User Centficd e— i
~ [ Personal Welcome to the Certificate Import Wizard
| Certificates Mare Actions »
7| Trusted Root Certification Auth
Ente Trust
| Eneetprise U This wizard helps you copy certificates, certificate trust lists, and certficate revocation
| Intermediate Certification Authi lsts from your disk to a certficate stor
] Active Directory User Object
Trusted Publishers
= A certficate, which is ssued by a certification authority, is a confirmation of your identity
1 Untrusted Certificates and contains information used to protect data or to establish secure network
7| Third-Party Root Certification A connections, A certificate store is the system area where certificates are kept.
7 Trusted People
“1 Client Authentication Issuers Store Location
7| Other Pecple
“ Local NonRemovable Certificat| Current Uset
7| Certificate Enrollment Requests| Local Machine
*] Smart Card Trusted Roots
To continue, dick Next.
@ B Next Cancel

4. You select the file ending in .cer that you saved earlier from your account.

File Action View Favorites Window Help

- & x
| EEE ] & bd Certificate Import Wizare |
7 Console Root Object Typt Actions
~ [5) Certificates - Current User = Certficd — .
~ [ Personal File to Import
o e Specify the fle you want to import. More Actions »
7| Trusted Root Certification Auth
] Enterprise Trust
"I Intermediate Certification Authy File name:
7] Active Directory User Object Ci\Users \pmslsbsiems\Dowrloads certificate, cer T
7] Trusted Publishers
7] Untrusted Certificates Note: More than ane certficate can be stored in a single fil in the following formats:

71 Third-Party Root Certification A
7| Trusted People
| Client Authentication |ssuers Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Personal Information Exchange- PKCS #12 (.PFX,.P12)

~| Other Pecple Microsoft Seriaiized Certificate Store (.S5T)
71 Local NonRemovable Certificat|

7| Certificate Enrollment Requests
7] Smart Card Trusted Roots

@ 5 Next Cancel
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5. You choose to save the file in the Personal Certificates folder

& P

File Action View Favorites Window Help -8 x
T IEGIETEEN & & Centificate Import Wizarc
| Consale Root Object Typ ctions
~ [l Certificates - Current User
I Certifica 3 Personal -
v [ Personal Certficate Store
" Certificates Certificate stores are system areas where certificates are kept. More Actions. 13

\ Trusted Root Certification Auth
] Enterprise Trust

7 Intermediate Certification Authi Windows can automaticaly select a certficate store, or you can specy a location for
| Active Directory User Object the certificate.
] Trusted Publishers O Automaticaly select the certificate store based on the type of certiicate
 Untrusted Certificates

| Third-Party Root Certification A
] Trusted People

| Client Authentication Issuers [Personal Bronse.
| Other People

I Local NonRemovable Certficati
] Certificate Enrollment Requests|
| Smart Card Trusted Roots

@ Piace al certificates in the following store:
Certificate store:

a 5 Next Cancel

6. You press the finish button and the certificate has been successfully generated.

File Action View Favorites Window Help -8 x

P ‘ > 4 4* Centificate Import Wizar
*| Console Root Object Typ( Actions
~ 5 Certp\ﬂ(ates‘- Current User | Certifica Personal -
~ [ Personal i ifi i
D Completing the Certificate Import Wizard More Actions N
“| Trusted Reot Certification Authi|
~ Enterprise Trust The certificate will be imported after you ciick Finish.

| Intermediate Certification Auth)|
7| Active Directory User Object

7 Trusted Publishers

7| Untrusted Cerificates

| Third-Party Reot Certification A
| Tusted People

| Client Authentication Issuers

| Other People

| Local NonRemovable Certificati
| Certificate Enrollment Requests,
7| Smart Card Trusted Roots

You have specified the following settings

Certificate Store Selected by User Personal

Cantent Certificate

File Name C:\Users'puarlokostas\Downloads\cer ificate. cer
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ﬁ Consclel - [Console Root\Certificates - Current UsertPersonal] — ] *
ﬁ File Action View Favorites Window Help - 8 %
e ARl = RENENN 7|
[ Console Root Object Type Actions
~v G C_art\ﬁcates - Current User 4 Certificates EEm— n
~ [ Personal
] Certificates More Actions 3
3 | Trusted Root Certification Authc
» | Enterprize Trust
» [ Intermediate Certification Authy
» [ Active Directory User Object
5 [ Trusted Publishers Certificate Import Wizard x
» [] Untrusted Certificates
» [] Third-Party Root Certification A
5> [ Trusted People The import was successful.
» [ Client Authentication Issuers
» [] Other People
5 [ Local NonRemovable Certificaty oK
» [ Certificate Enrollment Requests
> [ Smart Card Trusted Roots
< >
I8 Console1 - [Console Root\Cerfficates - § [ Certificate % - o ®
[& File Action View Favorites Windg p— -8 x
+ General Detalls  Certification Path F
e am LB XEE| |
[ Consale Root 1l Certificate Information ¥piration Date  Intended Purposes  Frienc|| Actions
v [\ETC“ES"(“"E"‘UW g A% /372031 Secure Email, Client... <Non|| Certificates -
S o [ | Windows does not have enough information to verlfy 102023 Client Authenticati: <Non||  pyore Actions R
X g% ted Root Certfication Authd| 1 | M certicate: B3/10/2023 Secure Email, Client... cert
> [ Enterprise Trust i 6/9/2023 Client Authentication <Non|| ADACOM SA ADACOM SA rs
> [ Intermediate Certification Authy i praranas Client Authentication  Admil More Actions »
» 7 Active Directory User Object § Dr3r2023 Client Authentication  Admil
\ ) Trusted Publishers q /1072022 Secure Email, Client.. cert
» [ Untrusted Certificates i 2/10/2022 Secure Email, Client... cert
> [ Third-Party Root Certification A Issued to:  ADACOM SA ADACOM SA
> [ Trusted People
» [ Client Authentication Issuers Tssued by: Adacom eSignatures Test Qualified CA 1
» (1 Other People
> [T Local NonRemovable Certificat 5 fror
5 [ Certificate Enrollment Requests Valid from 21/10/2022 to 21/10/2023
> (] Smart Card Trusted Roots
Issuer Statement
oK
< 3 [« >
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