5 ADACOM

CYBER SECURITY

ADACOM
ErKEKPIMENEZ YMNMHPEZIEZ EMMIZTOZYNHZ

Odnyieg Xpong Eykekpigévwy MoTomroINTIKWYV €
Eykekpipyévn Aiatagn Anuioupyiag HAEKTpOVIKAG
Y1roypa@ng €5’ arooTACEWG



1. Ewocaywyn

To ouykekpllévo éyypado cupmeplhapBAavel avoAuTIKEG odnyleg xpriong yla tnv €kdoon EyKekpluévou
WnolakoU Miotomotntikol oe €€’ amootdoewd Eykekpluévn Awdtaén Anuoupyiag HAektpovikig Ymoypadng
(EAAHY) ko TNV Xprion Tou yla nAEKTPOVLIKN uttoypadr eyypadwy €€’ amootaoew.

2. Eyypadn Xpriotn oto Portal

Apxkd Ba mpemel va Snuloupynoete éva Aoyaplaocuod oto ADACOM QTSP Services Portal, cOudwva pe ™
Sladikacoia mou meplypddetal mapakaTw.

2.1.Atadikacia Anpovpyiag Aoyaplocpou

a) T tnv eyypadh oog otnv untnpecia Ba nipémnel va enokedteite To url kot va emihéte “Sign Up”
e [la mapaywyn to https://ags-portal.adacom.com

®  [la SOKLLOOTIKA TILOTOTOLNTLKA To https://ags-portal-test.adacom.com

I3 APacom

The trusted eSignature solution from ADACOM

Secure Available

b) >tn ouvéxela cupmAnpPWoTE BAEC TIG amaltoU peveg MAnpodopleg kat emhéSte “Submit”


file:///C:/Users/knousias/Desktop/Files/https
file:///C:/Users/knousias/Desktop/Files/https
https://aqs-portal.adacom.com/
https://aqs-portal.adacom.com/
https://aqs-portal.adacom.com/
https://aqs-portal.adacom.com/
https://aqs-portal.adacom.com/
https://aqs-portal.adacom.com/
file:///C:/Users/knousias/Desktop/Files/https
file:///C:/Users/knousias/Desktop/Files/https
https://aqs-portal.adacom.com/
https://aqs-portal.adacom.com/
https://aqs-portal.adacom.com/
https://aqs-portal.adacom.com/
https://aqs-portal.adacom.com/
https://aqs-portal.adacom.com/

Username: *

Email: *

Title: *

First Mame:

Last Mame:

Country: *

Address: *

Postal Code: *

Telephone (Fixed
Line):

Telephone
(Maobile): *

ID type: *

ID Murnber: *

Signup Form

Select title v
Select Country v
Country of issue a5 stated in your [dentity or Passport

s
Select Country

-
Select Country

e

Select ID type




Fassvwuiu.
Repeat Password; *

Choose a Security T o - y
CQuestion: primary school did you attend?

Security Question
Answer: *

General Terms and Conditions for Use of Qualified Trust Services Verslion 3.4 -
[Qualified Certiticates for Electronlc Signatures, Seals & Time STamps)
Wallid from 81.84,2828

1. General TermsPresent Termd and Conditions describe main policies and practices followed By ADSCOM
and provided in thefollowing documents: ADACOM Certification Practice Statement +or Qualitied
Electronic Signatures and Seals; and ADACOM Time Stamping Authority Certificate Policy &

Certification Practices Statementand described in a supplemental and simplified way In:  PEI

Disclosure Statement (PDS) for Qualified Electronic SEignatures and Qualitied Electronic Seals;and
ADACOM Time Stamping Authority Discloswre Statement 1.1 The Terms and Conditions govern Subscribers®

use of Qualified Certificates for Electronic Signatures,Seals and Time Stamging Services and

constitute a legally binding contract between Subscriber andADACOM.1.2 The Subscriber has to be

faniliar with and accept the cwrrent Terms and (onditions.1.3 ADACOM reserves the right, at its sole W
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Please scrall down to accept the Terms and Conditions.

Check here to indicate that you have read and agree to the General Terms and Conditions for
Use of EU Qualified Certificates *

PRIVACY STATEMENT FOR THE PROTECTION OF PERSONAL DATA & GEMERAL IMFORMATION i

1. INTRODUCTION ADACOM mission is to ensble secwrity online while preserving business continuity.
anong the nosti mportant aspects of ouwr mission is our commitment Lo always keep you updated on the
personal data we collect about you and the way we use and protect thes.2. DATA COLLECTION Im Adacom
we know of, and we are extremsely thorough, regarding our subscriber’s and other web site wisitors’
interest in the protection of their personal data. IT you are either one of our customers as to any
ofour products or services, or a w tor of our webiite, we assure you That we do nol collect your
personalinformation, wunless you provide us with it on yowr own initiative, when filling in the
relevant application form.This information may include: Contact detalils, such as namse, mailing

address, enall address and phone number; Information Encluded in the OV you submitted En our online
application form. Shipping ard bLilling information, Incleding credit card and payment Erformation.
Information you provide to us to receive technical assistance or during customer i

Please scroll down to accept the Privacy Stetement.
Check here to indicate that you have read and agree to the Privacy Statement for the Protection

of Personal Data & General Information *

MRlAFTCHA
Frivesy - Tema

I'm not a robot

Submit

OLmnAnpodopicg nov Oa npookopioste Oa npémel va ivan £yKupeg Ko akpLBA¢, Kabwg Ba xpnotpomnotnfouv
ya tnv €kdoon tou Eykekpipévou Wnodlakou Miotomnontikol oo

c) Metd tnv emdoyn “submit”, Ba AdBete éva amavintikod email emiPBefaiwong Twv otolyeiwv. To email
Ba otalel otnv levBuvon email mou €xete SnAwoeL otnV mMapanavw Gopua UTIOROANG.

d) EmBeBowwote tnv eyypadn cag k&vovtag Click the link mou untdpxetl oto email emPBeBaiwong.



en | sh

Confirmation Link Verification

Account verified. You can now proceed to login with your email/username
and password

ADACOM AQS Portal

H eyypadr) oag €xeL oAokAnpwOEeL Kal propeite va npoxwpnoete e tnv Stadikaoia ékdoong tou YndLakov
00l TILOTOTIOLNTLKOU OMOTE £0€iG EMBUpEITE.

2.2.Awadikacia Login
a) Xpnowomnowwvtag ontotodnmnote browser eniokedteite to ADACOM QTSP Services Portal oto
ocuvdeopo:

. MNa napaywyn to https://ags-portal.adacom.com

. Mo SOKLUOOTIKA TLOTOMOLNTLKG To https://ags-portal-test.adacom.com

b) EmAé€te “Login”
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Username or Email

Password

Login with elDAS

Recover password

c) NAnktpoloyrote To username kot To password mou eiyate emAé€el kata tnv Sladikaoia eyypadng
(mponyoupevn dopua umtoBoAng) kat matiote “Sign In”

!. ADAcoM eirinipap (Papamichail, Eirini} LI)

A Home
© My Account y Welcome Eirini!

My Certificate Applications My Certificates

You don't have any pending or approved Certificate Applications
View my Remote Issued Certificates

View My Remote Certificate Applications

Help and Support External Links

Help: Adacom Signature Application
User Guide PKI Repository

FAQ

Support:

-For technical questions contact by email at customer-
support@adacom.com

3. Awadikaoia AttnongEkdoong Miotonolntikov

a) Na tv dnuwoupyia uag Altnong Exdoong Miotorowntikoy, erméfte amd to pevol “Remote
Certificate Applications”



* ADACOM

fr Home

O My Account
# Edit Profile
N

«a My Legal Persons

B Remote Certificate
Applications
B My Remote lssued

Certificates

O My Remote Signature
Acco

+ My Uploads

b) >tn ouvéxela, em\éte To TUTO TLGTOTOWNTIKOU TTOU MOV UEITE va EKSWOETE.

Remote Certificate Applications

Natural Person

X Status =
Actions Filter by " D Uploads
Mo records found
(10f1)
New Natural Person Certificate Application
Natural Person Associated with Legal Person
: Status = _
Actions Filter by - D= Uploads

No records found

Date Created = Active Until

Date Created = Active Until

eirinipap (Papamichail, Eirini) (!)

Status Updated =

Status Updated =

(1011)

New Natural Person Assoc. with Legal Person Certificate Application

* New Natural Person Certificate Application

* New Natural Person Assoc. with Legal person Certificate Application

1. Application Form 2. Download and Sign PDF

APPLICANT'S DATA

Title:(?)
Name:@
Country:(@
Post Code:(%)

Telephone Number
(mobile):(3)

ID type:

Mrs Y
Eirini Surname:(2
Greece e Address:(®)
Telephone Number (fixed
10442 (3
line):\>

GR (+30) ¥ 6932270242 E-mail Address:3)(2)

ID Card ¥z ID Number:

Papamichail

Kreontos 25

GR (+30) v 2105193715
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Regulation (EC) No 765/28@8 ascompetent to carry cut conformity assessment of the Qual:lﬁ.ed Trust Service Provider and gualified
Trustservices it provides.13.4 Audit conclusions or certificates, which are based on audit results cof the conformity assessment
conductedpursuant to the eIDas Regulation, corresponding legislation and standards are published on ADACOM® swebsite
https://pki.adacom.com/repository .14.Contact Informationi4.1 Qualified Trust Service ProvideraDACOM S.A.1lKreontes 25 Stries4 42 Athens,
Greecehttp://www. adscom.comPhone +.3@ 21@ 519375@Fax +3@ 218 5123555E-mail: practices@adacom.coml4.2 The applications for revoking
Certificates are accepted from 99:80 to 19:82 creek Time via phone at +38218 9577255, via email at revoke@adacom.com, or via self-service
web portal.l4.3 Website Information and contact details of the self-service web portal is available onhttps://pki.adacom.com/repesitory
.15.validity of Terms and Conditionsi5.1 The present Terms and Cenditicns exist in English and Greek versions. In case of any
discrepanciesbetween these versions, the English version will prevail.15.2 If any provision of these Terms and Conditions, or the
application thereof, is for any reascn and to anyextent found to be invalid or unenforceable, the remainder {and the application of the
invalid orunenfeorceable provision to other persons or circumstances) shall not be affected by such finding ofinvalidity or unenforceability,
and shall be interpreted in a manner that shall reasonably carry out the intentof the parties.

Pleasze scroll down to accept the Terms and Conditions.

Check here to indicate that you have read and agree to the General Terms and Conditions for Use of EU Qualified Certificates *

T T T NUT VI TICE Dy I P LI T T TCr TOu G CAT T TS T UG T BTG IO T O P LT S T COmC e GPP T CHO e TO T WCD S L TC I
question.18. CHILDREN'S PRIVACYAdacom is committed to protecting the privacy of children. Our site is not directed te, nor do we
knowinglycollect information from children under the age of 18 years old. In the event that we find cut that we havecollected personal
information from a child without verified parental consent, we will delete that informationas quickly as pessible.2S Krecntes Str., Athens,
Greece, 18442T: +3@ 21@ 5193748, F: +3@ 218 5193555https://www.adacom.come-mail: info@adacom.comll. COMPLIANCE WITH DATA PROTECTION
LawsAdacom declares to fully respect all rights and obligations established and laid cut in the Greek and EuropeanLegislation regarding the
personal data protection and operates within the limits of: ALl the relevant Data Protection and Privacy Laws, as well as any other
regulatery reguirement issubject to, Any guidance or ststutory cede of practice issued by Data Protection authority The provisicns of Adacom
CPS The provisions of this Privacy Statementi2. CHANGES TO THIS PRIVACY POLICYAdacom may modify its privacy policy and related practices at
any time. We encourage you to pericdicallyreview this page for the latest information on our privacy practices. This policy shall be
effective from maylsth, 2018.13. CONTACT DETAILSWe have the following options if you wish to contact us, submit a complaint or manage your
accountinformation: You may send mail to Adacom at the fellowing postal address: 25 Kreentos str., 184 42 athensGreece. You may call us at:
+38-21851937923 You may fax us at: +3@-2185133555 You may send email to: dpofadacom.com

Please scroll down to accept the Privacy Statement.

Check here to indicate that you have read and agree to the Privacy Statement for the Protection of Personal Data & General Information *

c) EAéySte tnv opBdtnta twv otoeiwv nou epdavilovral otnv Aitnon ‘Ekdoong. Mmopeite va slodyete
1l va SlopBwoete otolxela mou mibavov va epdaviovtal AaBog. To ovopaTENWVUHO oag Ba MpEMeL va
avaypadetol HE TOV 610 aKkpLBWE TPOMO e TOV omoio avaypddetal otov Stafatiplo f otnv
TautotnTd oag, Stadopetika n Aitnon Ba anoppldBei.

d) Emé€te Tnv amoboy Twv Gpwv Kat TG TTOALTIKAG TTPOOTAGLAG TPOCWITKWY S£50UEVWV KOl TTATAHOTE
“Next”

1. Application Form 2. Download and Sign PDF

Your application has been saved. To continue, please download, print and sign the PDF document below:

¥ Cenificate Application PDF Download

and mail* it (including the Proof of Identity documents, as described in the terms) via registered mail to:

ADACOM LRA
25 Kreontos Str. 10442
Athens Greece

Tel: +30 210 5193740
Email: Ira@adacom.com

*Alternatively, if you already have a digital certificate, you can simply digitally sign the PDF and upload it here:



e) Emé€te “Certificate Application PDF Download” yia va kateBdoste tnv Aitnon EkSoong
Tuotonotntikol mou dnuoupynoate o pdf format*

Znueiwon: 3 nepintwaon nov éxete mapaddBel 6N tnv aitnon Kat TNV EXETe 6N CUUNANPWOEL, MapalAeite
TO OUYKEKPLUEVO BhHua.

f)  Avoite tnv Aitnon Ekdoon¢ miotonowntikol pe Adobe Reader kat:
o Ztnv nepintwon nov Sev £xete €va EyKeKPLUEVO MLOTOMOLNTIKO NAEKTPOVLIKAG uTtoypad g
o€ LoYU:
*  Ba mpéEmeL va TUNMWOETE TNV Altnon Kat va tnv umoypapete
*  padi pe ta Stamoteuthpla oag (emikupwpévo avtiypado dtapatnpiov A TautotnTag) va
Ta TTOPOSWOETE QUTOMPOCWTIWG N VA TO OTE(AETE UE OUOTNUEVO Taxudpoueio otnv
StevBuvon:
ADACOM LRA
25 Kreontos Str. 10442 Athens, Greece
Tel +30 210 5193740

Email : Ira@adacom.com

o ZTnv nepintwon nov €xete éva EykeKPLéVO MIOTOMOLNTIKO NAEKTPOVLKAG UTtoYpadNG OE
Loxv
=  umopeite va umoypaete nAektpovikd tnv Aitnon Kot to avtiypado tng tautotnTag 60g
= gmMé€ete To button “+ Choose” wote va aveBAoeTe TNV NAEKTPOVIKA UTTOYEYPOUUEVN
aitnon
*  peTaPOPTWOETE TO £yypado amd ToV UTIOAOYLOTH OaG
*  EmavaldBete tn Sadikacia yia to avtiypado tng tavtotnrac/Stapfatnpiouv oag

. Matnote to “Upload File”

Znueiwon: Oa npénel va akodoudnoete tnv ibta diadikacia yia ta Aianiotevtipla oag (dtaBatipio n
TQUTOTNTA) TA oMol o MPENMEL EMIONG VA UMOYPAYETE NAEKTPOVIKA TTPLV Ta aveBAoeTe ato portal,

Znueiwon: Mrnopeite va enavaAdaBete to avéBaoua apyeiwv 00e¢ Popés emtduueite
° ninyaivovtag oto My Account > My Certificate Applications >
° emAéyete 1o ID ¢ altnong
° natate “Next” kot cag epdavilel maAL tnv oceAida mou pnopeite va avePAoETe KAMOLO
gyypaodo.

g) EmAégte “Finish”

MOALG oAokANnpwBEel emtuxwg o €Aeyxog NG Altnong Ekdoong katl tTwv Alamioteutnplwy oag, Ba AdPete éva
anavintikd email anod tnv ADACOM LRA to onoio Ba cag evnueEPWVEL OXETIKA.

4. ‘Eykplon €kboong Eykekplpgvou Wnolakou Miotomointikou

Oa akolouBrjoel pla dtadikacia emBeBaiwong Twv oTolXelwy TNG AlTNONG KAl TAUTOMOLNGNG TWV OToLXElWY
Tou xpnotn and tv ADACOM kat katomy Ba AdBeTe pia evnuépwon HEow NAEKTPOVIKOU Ttaxudpopeiou yla
TO av N aittnon oag eykpibnke 1 anoppidOnke.


mailto:lra@adacom.com

Av n aitnon cag eykpiBnke Ba AdBete emiong sms oto Kvnto oag tNAEdwVo Kal cuvexioTe oTo MOUEvVO BrApa
yla Thv €kdoaon kat mapalafn Tou eykekplpévou Pndlakol MLETOMOLNTIKOU

5. Awdikaoia Ekdoong Eykekpipevou Wndlakou MiotomowntikoU pe xprion Mobile
Application

a) Tatnvdadikactia ékdoong tou PndLakol riotomolntikol smokedteite to url kot va natrote “Login”
e [ mapaywyn to https://ags-portal.adacom.com

® [0 SOKLUAOTLKA TILOTOTOLNTIKA TO https://ags-portal-test.adacom.com

b) Emé€te “My Certificate Applications”

Certificate_Application (6).pdf
My ID.pdf

2020-05-22 15:02 2020-05-27 16:06 2020-05-22 16:06 Enroll

& l4=

2194 RA Approved

(10f1) 1 10

New Natural Person Certificate Application

C) 2To KOpATL TOU adopd TOV TUTIO TLETOMOLNTLKOU yLa ToV 0Toto K&varte thv aitnon natfiote to “Enroll”
otnv evotnta “Actions”.

Introduction

To generate a Certificate you must setup your Remote Signature Account (RSA) with its own credentials (username, password and authenticator device). The RSA username and password are not the same you use to login to this
website, so please note them separately

You will need the RSA credentials |ater to sign documents using the Certificate that will be generated in this wizard

Step 1: Download Authenticator App

Before going to next step, please make sure you have a Time Based One Time Password (TOTP) Authenticator app on your device. It is required to generate and use a Certificate If not, here are some compatible apps you can
download now

Android https:/play.google.com/store/apps/details?id=com.geogle.android.apps.authenticator2
108 https://itunes. apple.com/us/app/google-authenticator/id3884976057mt=8

Windows Phone https:/www.microsoft.com/en-us/store/apps/authenticator/wzdnerfjar]

BlackBerry https://appworld blackberry com/webstore/content/29401059

Alternatively, you may also scan the following QR Code with your smartphone, which will redirect it to its respective application:

e

Once you have installed a compatible TOTP Authenticator app on your smartphone, please press next

d) Step 1: Avdhoya e Tov TUTIO TNG GUOKEUNG Tou SlaBétete, emAéSte Tov KatdAANAo GUVSEGHO Kat
TPOXWPNOTE OTNV eyKatdotacn tng edappoyn¢ Authenticator App, ocbudwva e TIG odnyiec.
Mrtopeite va oKavApPETE Kol ToV KWK OTTIKN G avayvwplong (QR Code) pe katdAAnAn ebapuoyr £tol
WOTE vaL 006 08nynoeL otov KatdAAnAo cuveeouo
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I ADACOM

CENHER SECURITY

Unlkziok with your ingerpeint

Use PIN code insfead

e) Step 2: AboU olokAnpwBei n eykotdotacn tng epapuoyic, Ba MPEMEL va KAVETE scan To Hovasiko QR
Code pe xpnon tng epappoyng Authenticator App

Step 2: Link Authenticator App

Please open your Authenticator app and scan the following QR Code with it

f) Step 3: JupmAnpwote otnv ddpua Ta KATWOL:
e Desired Certificate Password: Elcayete évav véo kwdlko (password) yla to PndLakod cog
TULOTOTIOLNTLKO



o Repeat Desired Certificate Password: Emavaldfete tov (610 kwdLko yla emainBguon OtL To
£XETE CUUMANPWOEL CWOTA

e OTP from Authenticator App: Elodyete tov Kwbiko mou eudaviletal otnv edapuoyrn Tou
Kvntol oag tnAsedpwvou

Step 3: Activate RSA Account and Generate Certificate

To complete the RSA Account activation and to generate a Certificate, please enter your desired password and a current one time password (OTF) from your Authenticator app
Your RSA Username is: epapamNP
Desired Certificate Password: *
Repeat Desired Certificate Password: *

QTP from Authenticator App: *

IMPORTANT: Please keep note of these credentials. You will need your Remote Signature Account Username, Password and OTP codes from the Authenticator app to use and manage your Certificate
Submit

Znueiwon: To Certificate Password nou da emiAé§te kadw¢ KalL TO username 1ovU EXEL EUPAVIOTEL, Fa TIPENEL
va ta anodnkKeuoete ue ao@alsia, kadweg da eival anapaitnta yia kade xpnon tov Wneiakolu ocog
MMiotonoinTIKoU yLa NAEKTPOVIKN UTtoypa@n

Certificate Generated!

Email: epapamichailfiadacom.com

Signature Algorithm: sha2SeRsA

Subject: CN=Eirini Papamichail, G=Eirini, SMN=Papamichail,
SERIALNUMBER=ADNFOOBEL69282080522165338, C=0R

Mersion: 3

Issuer: CN=ADACOM CA for EU Qualified e-Signatures, OID.2.5.4.97=VATEL
999554476, OU=Adacom Trust Services, OU=Class 2 Managed PKI Individual
Subscriber CA, OU=Symantec Trust Network, O=ADACOM 5.A., C=EL

Mot Before: 2020-85-22T83:00:00+83:00

Mot After: 2021-85-23T@2:59:59+03:608

To WndLoko oag Motomotntikd £xel mALov ek60Osl kat elval €tolpo yia xprnion. Matrjote “OK” va
n S n X HO yla Xpnon n
kAeloete To mapabupo

6. Awadikaoio Artopakpuopevng Wnouakng Yrmoypadng

a) Ta tnv Sladikaocia amopakpuopévng wndloakrg unoypadrc emokedteite to url Kal va matiote
“Login”

e [la mapaywyn to https://ags-sign.adacom.com
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®  [La SOKIUOOTIKA TTLOTOMOLNTIKA To https://ags-sign-test.adacom.com

I3 ADACOM

EAMEN HACU 1Y

The Secure Way to Sign on the Go

Anytime, Anywhere!

b) Zuuminpwote To username mou spdaviotnke KaTd thv €kdoon tou YndLakol TLoToNoINTIKOY Kal TO
Certificate Password mou emiAé€ate ota mponyolpeva keddata kot emhéEte “Sign In”

From your device From the cloud

c) Méow tng emhoyrc “Browse”, emhé€te To pdf apxeio mou Bélete va urtoypdete.
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d) >to mapdBupo mou eudaviletar opiote to onueio mou BéAete va tonoBetroste TNV unoypadr Kat
TATAOTE MAVW OTO Kou Ui “Sign”.

Signature Appearance

Kostas Nou

Shgn whhoin 3 graphical sigranes

Friter your passwiced
hustu Ml a & &

AT reATn AN TIINEE SENATINS CAAATTE

e) Oa ocog {ntnbei va slodyete otnv emhoyf “Password” to Certificate password kat otnv emloyr
“Extended Password” to OTP password. J€ nepintwon mou €xete emAé€el SMS emihé€te to “Get SMS
PassCode” yia va cag amootalel to OTP péow SMS. Av €xete emNé€el TV edappoyr OTO KLvNTO
Aédwvo cupmAnpwote to OTP nou epdaviletal

f) Em\éEte “Apply”

g) Humnoypadn oag epdaviletal oto éyypado oto onpueio nou emlé€ate



v

Kamibas Mion

Kostas Nou . 15009207 ma

h) Emé€te “Done” va oAokANpwoEeTe TV NAEKTPOVIKY uTtoypadh tou eyypddou

i) TéMlog umopeite va kateBdoete éva avtiypado tou unoyeypappévou eyypddou “Download copy”

What would you like to do next?

&a Download copy
B Sendwiaemail

R Close document

o meplocotepeg mAnpodopleg, emikovwvrote pe tnv ADACOM Support Team:
Email: Customer-support@adacom.com
TnAédwvo: +30 210 9577255




