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ADACOM SECURITY BUILT ON TRUST

*** (in order for the following procedure to work, you must have previously
set your certificate file as exportable during its installation) ***

1. How to export your class1 certificate using Microsoft Edge

Launch Microsoft Edge and choose ... = Settings.
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Go to “Privacy, search and services” and choose “Manage certificates.”
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Choose the certificate you want to export from the list and click on the “Export” button.

Certificates X

Intended purpose: <All> v

Personal Other People Intermediate Certification Authorities Trusted Root Certification * | »

Issued To Issued By Expirati... Friendly Name
59 ADACOM CUSTOMER SUPPORT  Adacom S.A. Clas... 10/13/2... cert

[ e——— DigiCert PKI Platfo... 10/22/2... Admin Certific...

Remove Advanced

Certificate intended purposes
Secure Email, Client Authentication

View

Click next.
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&4 Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate
revocation lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certficate store is the system area where certificates are kept.

To continue, dlick Next.

Cancel

Choose “Yes, export the private key” and click next.

& 4£# Certificat= Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key wth the certificate?

(O o, do not expor: the private key

Cancel

Click next.
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€ &* Certificate Export Wizard

Export File Format
Certificates can be exported In 3 variety of file formats.

Select the format you wnt to use

ath if possible

n Exchange - PKCS #12 (PFX)
Z)include all certicates in the certfication path if possible

[loelete the private key If the export is successful

[lexport ail extended properties

[“Enable certificate privacy

ft Serialized Certificote Store

Next Cancel

e Tick the Password option and fill in a new password that you will then use on the exported
certificate file.

€ %# Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

[]Group or user names (recommended)

[“] Password:

Confirm password:

[....

Encryption: TripleDES-SHAL v

S

e Click on “Browse” and choose where to save the exported file on your computer then click
next.
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X
& %* Certificate Export Wizard
File to Export

Specify the name of the file you want to export

File name:

C:\certificate\cer.pfx ‘ l Browse... l

=
. . .« .
e Finally click Finish.
X
«

£* Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

File Name C:\certificate\cer.pfx

Export Keys Yes

Include all certificates in the certification path Yes

File Format Personal Information Exchange (*.pf)
<

Cancel
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2. How to export your certificate using Google Chrome

e Launch Google Chrome and choose D Settings.

v = X
E New tab Ctrl+T
New window Ctrl+N
New Incognito window Ctrl+Shift=N
History »
Downloads Ctrl+)
Bookmarks 4

Google Password Manager

Extensions >
Zoom - 100% + Ca
Print... Ctrl+P
Cast...

Find... Ctrl+F

More tools »

it Cut Copy Paste

Settings

Feip 4
Exit

B Managed by your organization
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e Choose Privacy and Security = Security

@ Settings

&  You and Google B3 Vour browser is managed by your organizatior

Safety check
B Autofill and passwords i

Privacy and securit: &

@  Performance

@ Appearance Privacy and security
Search engine
a 9 _  Clear browsing data
L Clear history, cookies, cache, and more
ED  Default browser
() Onstartup
@ languages Q Security
Safe rowsing (protection from dangerous sites) and other security settings
#  Downloads

: _, Site settings
T Accessibility B ane

9, System

0 sl : 2]
£)  Reset settings o
e Choose “Manage device certificates.”
®
g
e Then follow the steps like on instructions for Microsoft Edge starting from step 3
Kreontos 25, GR 10442 Athens, T: +30 210 5193740
Page.
http: www.adacom.com 8 g

email: customer-support@adacom.com




ADACOM

3. How to import your certificate on a new computer

SECURITY BUILT ON TRUST

Copy the certificate file to your new computer then right click on it and choose Install PFX

Local Disk (C:) > certificate

2 Name

4 cer

v O

Date modified

sl (122 532 PM
Install PFX

Open
Share with Skype
7-Zip

Search certificate

0

Scan for Viruses...
Share
Open with

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties
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e Click next

&* Certificate import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certficates, certficate trust kists, and certficate revocation
lists from your disk to a certificate store.

A certificate, which s issued by a certification authority, is a confirmation of your identity
2nd contans nformaton used to protect data or 1o establsh secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
@ Curentuser
O Local Machine

To continue, cick Next.

e Click next.

X
€ &* Certificate Import Wizard
File to Import
Spedify the file you want to import.
Browse...
Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)
Cancel
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Fill in the password you had set during the export procedure, tick on the “Mark this Key as
exportable” option and click next

& &* Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

l sene

[[]pisplay Password

Import options:

[[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

@ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

[ Indude all extended properties.
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o C(Click next

€ & Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specify a location for
the certificate

(® Automatically select the certificate store based on the type of certificate
O Place all certificates in the following store

e Click Finish

& &¥ Centificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,
You have specified the following settings:

EEREEE RS Automatically determined by the wizard
Content PFX

File Name C:\certificate\cer.pfx

Finish Cancel

Finally click OK (The import on your new computer was successful)
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Certificate Import Wizard X

0 The import was successful.
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